[ndian Common Criteria Certiﬁcation Scheme (IC3$)

Government of India
Ministry of Electronics & Information Technology, STQC Directorate
6 CGO Complex, New Delhi 110003

Certificate of Product Evaluation

Certificate Number: IC35/MUMO01/Symantec/NDcPP/0722/0032

Product Name: Symantec Edge Secure Web Gateway (SWG) with SGOS v7.4
Assurance Level: NA
TOE conforms to
Collaborative Protection Profile for Network Devices, Version 2.2e, 27 March 2020 [PP-ND]

Certificate Report No: IC35/MUMO01/Symantec/NDcPP/0722/0032/CR Version:1.0 Dated: 01-09-2023

The product identified in the certificate has been evaluated under the terms and conditions of the Indian
Common Criteria Scheme (IC3S), at CCTL, Acucert Labs LLP, Mumbai the accredited testing laboratory
using the Common Methodology for IT Security Evaluation (Version 3.1) for conformance to the Common
Criteria for IT Security Evaluation (Version 3.1).

This certificate applies only to specific version and release of the product in its evaluated configuration
(Refer Annexure and Certification Report). The product’s functional and assurance security specifications
are contained in the Security Target and the conclusions of the Common Criteria Testing Laboratory in the
evaluation technical report are consistent with the evidence adduced.

This certificate is not an endorsement of the product by any agency of the Government of the India and no
warranty of the product is either expressed or implied.

Date of Issue: 25.09.2023 \
ful
Certificate Expiry: 24.09.2028 Head IC3S Certification Body
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Annexure to Common Criteria Certificate number: IC35/MUMO1/Symantec/NDcPP/0722/0032/CR

Indian Common Criteria Certification Scheme (IC3S)
Government of India, Ministry of Electronics & Information Technology
STQC Directorate, 6 CGO Complex, New Delhi 110003

The product below has been evaluated under the terms of Indian Common Criteria Certification Scheme (IC3S)
and has met the stated Common Criteria requirements. The scope of the evaluation and the assumed usage
environment are specified in the body of Certification Report
No.IC3S/MUMO01/Symantec/NDcPP/0722/0032/CR Version: 1.0, Dated: 01.09.2023, which is available in
the website: www.commoncriteria-india.gov.in

Sponsor Symantec Corporation, A division of Broadcom

Developer Symantec Corporation, A division of Broadcom

Security Target Reference Symantec Edge Secure Web Gateway (SWG) with SGOS v7.4 Security Target
Identification version 1.0 date of release: 11-08-2023

Product and Version Symantec Edge Secure Web Gateway (SWG) with SGOS v7.4

Target of Evaluation Symantec Edge Secure Web Gateway (SWG) with SGOS v7.4

g ” ;
Evaluated Configuration KTh AhREai

Environment The TOE boundary includes the ‘SGOS’ software version 7.4. The TOE physical
boundary also includes the following:

* VMware ESXi 6.5 Hypervisor hosted on Dell Power Edge R440, with Intel 4216

® SSP-5410-20 with ISG using Intel 4210

Compliance to CC Part 2 Extended

Compliance to CC Part 3 Conformant

Evaluation Assurance Level B

(EAL) Conforms to collaborative Protection Profile for Network Devices, Version 2.2e,
23 March 2020 [PP-ND]

Evaluation Lab Common Criteria Test Laboratory, CCTL, Acucert Labs LLP Mumbai, India

Date Authorized 17-12- 2022
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Certificate Expiry: 24.09.2028 Head IC3S Certification Body

(N.B.: Additional detailing about the product and its configuration may be provided with appropriate reference,)
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Annexure - A: Configuration of the TOE

The TOE is the Symantec Edge SWG running SGOS software version 7.4

Detail of evaluated configuration of the TOE.
Product (TOE): The TOE is the Symantec Edge SWG running SGOS software version 7.4
TOE Version: 7.4.1.1

The hash of the TOE as given below:

Software Version Image Name Hash

SGOS 7.4.1.1 SWG Edition EdgeSWG7.4.1_buil | MD5 — 143fbc9d80d2323f9861ac667b8d329%
Release ID: 287291 d2 87291.bcsi
SHA256 -
37c08e40cad8644435d343a4ac7598dbe08b14f2fd
a2f273e4c8084f749248cb
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